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23 August 1977 


MEMORANDUM FOR: Office of General Counsel 


ATTENTION 

FROM 

SUBJECT : Comments on Preliminary Draft of Revised 
Executive Order on Classification 

REFERENCE > Multiple addressee memorandum dtd 9 Aug 


from Office of General Counsel re 
PRM/NSC-29: Revision of Executive 
Order 11652 


1. Overall we find the proposed draft acceptable. Some 
sections will give us a little difficulty in implementation 
and these minor points are explained below. 


Section 1. Definitions (d) 


"Intelligence source" means a person or 
organization which provides foreign intelligence 
to the United States only on the condition that 
its identity remains undisclosed. 


The implication in the definition is that if the person 
(organization) does not specifically request its identity 
remain undisclosed, it is not classifiable and may, in fact, 
be disclosed. The Agency protects its sources whether or not 
they request we do so. Often the simple fact of cooperation 
with CIA would endanger the source and the relationship. We 
Suggest the deletion of "only" in the definition to eliminate 


‘the implication of disclosability. 


Section 2.(a) Classification Requirements (2) | 
The disclosure of such (i.e., classified) infor- 


mation could reasonably be expected to cause at 
least significant damage to the national security. 
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The use of the qualifier "significant' seems to exclude 
protection for Agency officers serving under cover and similar 
kinds of sources and methods information which, if disclosed 
could cause damage to intelligence operations but hardly 
"significant damage" to the national security itself. We 
would be more comfortable with removal of the phrase "at 
least significant" in the above statement. 


Section 2.(b) Classification Criteria (8) 
The info was provided in confidence by a foreign 


government or international organization; or the info 
would reveal the identity of any other foreign source 


who has requested that his identity remain confidential. 


Here again, the justification for classification implies 
that if the source requests protection we will do so, but if 
he does not, we may not classify his identity. Whether or not 
the source requests confidentiality, we must be able to provide 
a og wae 


Section 2.(c) Prohibitions (5) 


If clearly identified classified information 
is officially placed in the public domain by an 


official authorized . . . to declassify such info, 
that particular information shall no longer be 
classified. 


It should be made perfectly clear that this paragraph 
refers to information that is officially placed in the public 
domain and not simply information leaked from an official 
source. — 


Section 2.(d) Classification Authority 


» 
It ts unclear whether the DDCI may authorize 
Top Secret classification authority. We suggest 
the wording of Executive Order 11652 be reinserted 
into the new Order so that the DCI or his principal 
deputy may delegate Top Secret National Security 
Classification Authority. 


Section Z.(f) Limitation on Authority to 
Provide for the Duration of Classification 


The six year limitation on duration of 
classification applied by Secret and Confidential 


ye 
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classifiers causes us some concern. Only a small fraction of 
Agency classified material could be handled in this manner - 
perhaps a few finished intelligence reports in which the 
sensitivity expires with age. 


We seem to face two reasonable alternatives in complying 
with this provision. On the one hand we could increase our 
number of Top Secret classifiers or we could develop classi- 
fication guidelines for agency-wide promulgation. Currently, 
the Agency has over 1900 officers with National Security 
Classification Authority: 26.8 percent at the Top Secret level; 
72.1 percent at the Secret level, and 1.1 percent at the 
Confidential level. If we are to be able to protect our infor- 
mation beyond six years, these percentages will have to shift 
toward the Top Secret side. 


The other alternative would be to develop classification 
guidelines for approval by a Top Secret classifier. Other 
agencies have successful classification guides to aid officers 
in their classification decisions. A good Starting point might 
be the aspects of sources and methods or the declassification 
guidelines developed by Records Review Branch/DDA. 


Section 4. Declassification (2) Guidelines 
The Order should state clearly that the only 
material to be reviewed for declassification is 
that which is approved by the Archivist for 
permanent retention. 
2. If any of the above points are unclear or need 
amplification, please contact the undersigned. 


» 


[| 
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Suggested changes to the final (9/13/77) draft of the Executive Order on 
"National Security Information and Material" 

1. Page 2, Table of Contents. Add under the caption for Section 6 
a new sub-caption reading "(e) Controls on Reproduction and Distribution," 
REASON: Consistency with the text of the draft Order, | 

2. Page 3, Subsection 1(e). Change to read: "Intel Iience method' 
means...activities of the United States, or which weutd could, if disclosed, 
reasonably be expected to lead to..,." REASON: Consistency with usage in the 
first part of the definition and in the definition for an intelligence source; 
and to provide for the application of judgment to the possible consequences 
of disclosure. et oe | 

3. Page 5, Subsection 2(a)(2). Change the second sentence to read: 
"Tn the case of information provided in confidence by a foreign government 
or international organization; and of information specifically bearing on 
intelligence sources or intelligence methods, it is reasonable to expect that 


sources or methods, could cause at least significant damage to the national 
security." REASON: (1) The language in the present draft reflects 
decisions that information provided in confidence by a foreign government, 
etc., should be treated as classified information, not just classifiable 
dependent upon a separate finding that its disclosure would cause a requisite 
degree of damage to the national security. Intelligence sources and 
intelligence methods are at least as sensitive as foreign governmental 
confidences. Some intelligence sources are foreign governments. The draft 
Order defines such sources and methods as being inherently sensitive. As 
such, information satisfying those definitions should not have to undergo 

a separate test, subject to litigation under the Freedom of Information 
Act, of damage to the national security if disclosed. The Order should 
therefore assert that both classes of information are classified. (2) The 
qualifier "at least" before “significant damage" is needed to allow what- 
ever classification designation is appropriate to be applied to the infor- 
mation involved. As written, the classification would be limited to 
Confidential (v. Section 1(f)(3)). 
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4, Page 5, Subsection 2(b)(3). Change lines 3-5 to read: "Provide 
a foreign nation with information uper which it could use to develop effeetive 
countermeasures to such plans or posture;" REASON: (1) Grammatical; | 
(2) The qualifier "effective" adds a judgmental consideration essentially 
irrelevant to the application of this classification criterion, 

5. Page 8, Subsection 2(c)(7). Change to read: "Where there is 
doubt whether information should be classified Secret or Top Secret, it 
shall not be classified Top Secret. Where there is doubt whether informa- _ 
tion etass+fted should be classified Confidential or Secret, it shall not 
be classified Secret Conftdentiat. REASON: Consistency with the prohibitory 
language in the other parts of Subsection 2(c). 

6. Page 8, Subsection 2(d)(1). Change to read: “The authority to 
originally classify information 'Top Secret' may be exercised only by such 
officials as the President by publication in the Federal Register may 
designate in writing, ands-subjeet-te-the-pestriction-in-paragraph-{4} by 
the heads of the following agencies, and, subject to the restrictions in 
Subsection (4), by such persons as they may designate in writing:" REASON: 
(1) To make clear that persons designated in writing by those officials 
named by the President or by agency heads also have proper authority to 
classify information. (2) To show that the restriction in Subsection (4) 
applies to the designation of classifying authorities, not to classifying 
actions by heads of agencies. | | 

7. Page 9, Subsection 2(d)(2). Change to read: "The authority to 
originally classify information 'Secret' may be exerciseds-subjeet-te-the 
restr}etiens-tn-paragraph-44) only by officials who have 'Top Secret' 
classification authority, aad by the heads of the following agencies, and, 
subject to the restrictions in Subsection (4), by such persons as they may 
designate in writing:" REASON: Same as for change 6 above. | 

8 Page 9, Subsection 2(d)(3). Change to read: "The authority to 
originally classify information 'Confidential' may be exercised;-subjeet-te 
the-restrietions-tn-paragraph-{4}5 only by officials who have ‘Top Secret’ or 
‘Secret’ classification authority, and by the heads of the following 
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agencies, and, subject to the restrictions in Subsection (4), by such 
persons as they may designate in writing:" REASON: Same as for change 6 
above. | | . 
9. Page 10, Subsection 2(d)(4). Change the word "paragraphs" in line 
2 to read "subsections", REASON: Consistency of usage in the Order, 
10. Page'10, Subsection 2(d)(4). Delete the third sentence, REASON: 
The restriction expressed in the sentence on redelegation of "Secret" and 
"Confidential" classifying authority would place an unreasonable administra- 
tive burden on large organizations, especially those with a number of field 
components having valid reasons for original classification authority, 
PRM-29 deliberations surfaced no instances of abuse of delegation or redele- 
gation of classification authority.. An unsupported assumption that such 
redelegation might be abused in the future should not justify prohibitory 
language in the Order. The possibility of such abuse should instead be 
addressed through inspections and monitoring by the Oversight Office 
established by the Order, | | 
11. Page 11, Subsection 2(f)(1). Replace with the following: “Al 
original classification authorities shall, at the time of original classi- 
fication determinations, set a specific date or event for automatic declassi- 
fication of the information which shall be as early as the national security 
interest will permit but shall not exceed six years from the date of origin 
of the information that is classified; except" REASON: To state clearly 
the obligations of original classification authorities regarding the duration 
of classifications, and to express these in a manner which clearly shows that 
the following subsection provides for modification, As written in the draft 
Order, this subsection does not clearly provide for the extension of classi- 
fications beyond six years because the exception clause applies only to 
the first sentence, which speaks only to the setting of a "specific date or 
event for automatic declassification". . 
12. Pages 11-12, Subsection 2(f)(2). Revise to read: "In those cases 
where there is a need, directly related to the national security, to continue 
classification beyond six years, only Top Secret ‘classification authorities 
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or the heads of agencies specifically designated in Section 2(d) of this 
Order may set a later date or event for automatic declassification, 
Alternativelys-these-authori$ies-mays-where-deetassifieation-guidelines 
issued-by-heads-of-agenetes-presertbe-a-need -for-revtew-of-speetfted 
infopmatten-upon-its-20th-anndversarys-set-a-date-fer-review-ef-sueh 
informatéon-conséstent-with-sueh-gutdettnes~--in-etther-eases These dates 
or events shall be as early as the national security interest will permit 
but ¢n-ne-ease shall not exceed 29 twenty years from date of origin of 

the information involved, Addtttenatty;-fer-feretgn-originated-infermations 
as-defsned-in-Seetion-4(#}5-these-offtedats-may-set-dates-er-eyents-for 
deelassifieation-ar-reytew-whieh-shat}-net-exeeed-thirty-years; When those 
authorities determine that _declassification at or before twenty years from 
date of origin would be demonstrably harmful to the national security, they 
may instead specify a declassification review at or before the twentieth 
anniversary of the information when it falls within the ambit of declassi- 
fication guides issued by heads of agencies under Section 4(a) hereof. 
Officials who authorize the extension of classification beyond six years 
must record on the originator's file copy the reasons for such extension 
and their identity. The reasons must be specific and must explain why the 
classification will] continue to meet the requirements set forth in 
Subsection 2(a) above. ‘And except" REASON:. (1) To place immediately 
after the language permitting extended classification the language which 
states the limits of such extensions. (2) To delete from this section 
for later separate expression in the interests of clarity and completeness 
the language necessary to reflect the decision that foreign originated 
classified information may retain its classification for thirty years. 

(3) To state clearly the sequence of determinations and conditions that 
need to be met for classifying officials to specify review for declassifi- 
cation vice declassification itself. Further, to include the Attorney 
General's test of “demonstrable harm" as an initial judgment determination 
in such cases. The language in the present draft on this matter would 
invite unthinking specification of a review vice declassification date 
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whenever the information fell within the ambit of declassification guides 
which may well be relatively general in nature. (4) To link together 
the existing two subsections: and'a newsubsection (3) on foreign originated 
information. | 

13. Page 12, add a new Subsection 2(f)(3) reading: "(3) In the case 
of classified information furnished to the United States by a foreign 
government, international organization, or an official or representative 
thereof, or produced by the United States jointly with a foreign government 
or international organization, with the understanding that such information 
will be kept in confidence, Top Secret classification authorities or the 
heads of agencies specifically designated in Section 2(d) of this Order 
may continue the classification of such information for thirty years from 
date of origin unless the foreign government or international organization 
involyed specifies or agrees to earlier declassification. Officials who 
authorize the extension of classification of foreign originated information 
must record on the originator's file copy of the information their identity, 
the specific foreign source involved, and reference to this section of this 
Order as the reason for extended classification." REASON: (1) To define 
foreign originated classified information where the term is first used 
(moving the definition from Section 4(f) of the present draft). (2) In 
the interests of clarity, to state, in a subsection separate from the one 
bearing on the extended classification of U.S. originated classified 
information, the different rules applicable to foreign originated information 
(i.e., thirty year maximum duration; recognition that foreign governments 
may agree to lesser period; lack of need to specify alternative of 
declassification review, as Section A(f) of the Order exempts foreign 
information from automatic declassification). 

14. Pages 15 and 16. Change the second lines of Subsections A(b) 
and (c) to make the reference read ". -. subsection (f) below...." REASON: To 
avoid confusion as to which Subsection (f) is meant. 

15, Page 17, Subsection A(d). Revise the second sentence to read: 
"Heads of agencies shall order the review for possible disposal of all 
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security classified records 20 twenty years old or older which are held in 
storage areas by the agency or in Federal Records Centers for possible 
<Hsposal." REASON: To remove .an ambiguity. 

16. Page 17, Subsection 4(d). Replace the last two sentences (all 
after the words "in these cases") with the following: "When the head of 
an agency authorizes continued classification, a specific declassification 
date for the information shall be stated. When the future sensitivity of 
the information cannot reasonably be predicted during the twenty year review, 
a date not more than ten years later may be set for a second review in 
accordance with the procedures applicable for twenty-year-old information. 
A specific declassification date must be set after the second review. The 
head of an agency or the Director of Central Intelligence may, for good 
cause, seek from the Director of the Security Information Oversight Office 
a waiver of the ten year limit for second reviews." REASON: (1) To 
clarify an ambiguous antecedent in the present language, (2) To state 
the conditions which would justify and accompany a second review, and 
to avoid confusion, to express such separately from the requirement stated 


for the twenty year review. (3) To state from whom waivers of the ten-year 


time limit may be sought. 


17. Page 17, Subsection 4(e)(1). Revise the first sentence to read: 
"All information classified under this or prior Orders, except as noted in 
Subsection (4) below, shall be subject to...." REASON: To make Clear at 
the outset of this Subsection that there is an exception to its application. 
| 18. Page 18, Subsection 4(f). Replace the first sentence with the 
following: "Foreign originated classified information, as defined in Sub- 
section 2(f)(3) above, is exempt from the declassification provisions of 
Section 4 of this Order." REASON: To delete the definitional language 
-which would be moved to Subsection 2(f) of the Order by change No. 13 above. 

19. Page 20, Subsection 4(g)(5). Revise the first sentence to read: 
"In the case of classified information not transferred in accordance with 


paragraph-(4}-ef-this Subsection (4) above,...." REASON: Consistency of 
usage in the Order. 
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20. Page 23, Subsection 6(b), Revise the second sentence to read; 
"The Security Information Oversight Office,,.." REASON: Accuracy, 

21. Page 26, Subsection 6(e)(1){v). Revise to read: "Records are 
maintained by the reproducing office to show the number and distribution 
of reproduced copies of Seeret-and Top Secret documents and those documents 
marked...." REASON: The imposition of a requirement to keep records on 
copies of Secret documents would create a staggering administrative burden 
for the Intelligence Community, which needs to reproduce and disseminate 
quantities of documentation at that classification level to satisfy the 
minimum needs of consumers and producers. Since there has been no showing 
that the absence of such a record keeping requirement has contributed to 
classification abuses, there is no justification for imposing this burden. 

22. Page 29, Subsection 7(b)(3), Revise to read: "Designate a 
subordinate senter-member-ef-the-ageney-staff who shall conduct an active 
agency oversight program...." REASON: Conciseness and consistency with 
the usage of Subsection (4) following. 

23. Page 32, Section 10. Revise to read: “Executive Order No, 11652 
...are revoked upon the effective date of this Order," REASON: To make 
clear that the revocation of the existing Order takes effect when the new 
Order does, and not when the new Order is signed. 


7 | 
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= ion system. In behalf of the 

x ike to reguest any comments 

may have. Comments on bot 

i language would be welcome. 

We need your reactions by October 14, 1977, so they 00° | os? 


can be conveyed to the President before he decides 
on the Final Order. Please send your comments to .. 
Ron Kienlen, General Counsel's Office, Office of 9 7.” 
Management and Budget, Room 465, Old Executive - 
Office Building, Washington, D. c. 20500. 


Feel free to share this draft with others who might 
rant to comment. Thanks in advance for your help. . 


Richard M. Neustadt ate 
Deputy Special Assistant ~— 


The Honorable James Abourezk 
Attention of Irene Margolis 
United States Senate 
Washington, DC 20510 
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